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1. PROJECT DESCRIPTION

✓Is the process of deconstruction of an object made by man to reveal
his designs, architecture or extract knowledge of the object.

✓The method is named like that because it moves in the opposite
direction to the usual engineering tasks.

✓“When malware is discovered on their systems, they want to
know what it might have done, if the threat is still ongoing, and
what they might have lost to the infection”

WHAT IS REVERSING ENGINEERING



1. PROJECT DESCRIPTION

• With reverse engineering we can discover IOCs and create Yara´s rule

• Discover that a file is a malware

• Hacking

• Discover C&C

• Find traces of attackers

• Discover vulnerabilities in our code

FUNCTIONALITY AND UTILITY OF THE REVERSING ENGINEERING



1. PROJECT DESCRIPTION

An Indicator of Compromise is the description of an cybersecurity
incident, activity and/or malicious artifact through patterns to identify
them in a network or endpoint, improving by this way the capacities of
the incident management

WHAT IS IOCS



1. PROJECT DESCRIPTION 

Radare is a reversing framework that can:

 Disassemble (machine language into assembly language) and assemble for many different 
architectures

 Perform forensics on filesystems

 Visualize data structures of several file types

 Aid in software exploitation

 Open source code

Interactive and multi-processor disassembler 
written in C++ for Windows, Linux or MAC. 
It can be coupled to a debugger.

Comercial alternative

https://github.com/radare/radare2

RADARE VS IDA PRO

R2CON
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2. USE CASE DESCRIPTION

2. Analysis of malicious Android 
applications addressed to the 
FIFA world cup 2018

1. Hacking “malware” to 
enable sandbox analysis

https://cc-csirt.policia.gov.co/Sandbox



2. USE CASE DESCRIPTION

We have focused on malware using technique 1 (dialog)

There are many anti sandboxing techniques: 

1. Sandboxing timeout due a required user interaction (click, dialog, 
etc.)

2. Detect a typical routine followed by the sandbox

3. Malicious behavior just present after reboot

4. Detection of non end user Workstation (Based on browser historial or
other)

5. More and more

We will hack “malware” to enable the sandbox analysis



2. USE CASE DESCRIPTION

DEMOSTRATION OF USE
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2. USE CASE DESCRIPTION

ANALYZING AN ANDROID APP



2. USE CASE DESCRIPTION

In which store would an 
attacker publish a malware? 

ANALYZING AN ANDROID APP



ANALYZING AN ANDROID APP

“Esta completa aplicación es un compañero perfecto para 
la Copa Mundial de Fútbol 2018 en Rusia. En la aplicación, 
encontrarás la información más importante sobre la Copa 
del Mundo.”

2. USE CASE DESCRIPTION



Unzipped

AndroidManifest!!!!!!

Two files obtained from an APK extraction

1. AndroidManifest.xml: Permissions and 
activities

2. Classes.dex: Dalvik code of the app (java 
to dalvik to assembled code) If we 
analyze that file, we can find own classes, 
imports, strings

2. USE CASE DESCRIPTION

ANALYZING AN ANDROID APP



2. USE CASE DESCRIPTION

ANALYZING AN ANDROID APP

Androguard

Open source

GitHub Link:

https://github.com/androguard/

androguard

It is a library aimed to make 

reversing on android

applications

Radare

Open source

GitHub Link: 

https://github.com/radare/rada

re2

It is a forensics tool aimed to 

make reversing on applications

https://github.com/androguard/androguard
https://github.com/radare/radare2


2. USE CASE DESCRIPTION

ANALYZING AN ANDROID APP
R2pm –r axml2xml



2. USE CASE DESCRIPTION

ANALYZING AN ANDROID APP

Common malware 

permissions

R2pm –r axml2xml



2. USE CASE DESCRIPTION

ANALYZING AN ANDROID APP R2pm –r axml2xml



2. USE CASE DESCRIPTION

Classes.dex: Dalvik code of the app (java to dalvik to assembled code)

If we analyze that file, we can find own classes, imports, strings.

Analyze imports to see if the malware is using something for SMS, Bluetooth, NFC, 
datagram, telephony.

ANALYZING AN ANDROID APP

Rabin2 –qi



Strings

 Http Strings

 Root access strings

2. USE CASE DESCRIPTION

ANALYZING AN ANDROID APP
izq ~ .apk

izq ~ .http

izq ~ /system
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3. PROJECT IMPROVEMENTS

What can we do with all these information 
obtained from a malware analysis?



A match with a rule has 
been found!

Sample
3

Sample
2

Sample
1

3. PROJECT IMPROVEMENTS

We can analyze unknown samples and discover 
that the sample is very similar to some malware

Yara Rules

Database

consume

Yara Engine

This is a Yara Rule



3. PROJECT IMPROVEMENTS

Create Yara rules from rabin2 and rahash2 information:

Imports

Sections

Exports

List arch

Headers fields

Binary info

Libraries

Md5

Sha1

Sha256

Sha384

Sha512

Crc16

…

This is another 

Yara Rule

These commands are included in 

Radare



3. PROJECT IMPROVEMENTS

Yara rules are useful
because helps to 
identify malwares

Otherwise Radare is 
great because let is 
see what is inside of a 
malware

Yara and Radare can 
be used together to 
easily identify many 
types of malware

¿Is it possible to automate the 

Yara rule generation?

However creating Yara 
rule can be an slow and 
arduous task for a 
malware analyst



3. PROJECT IMPROVEMENTS

 yarGen is an opensource generator for YARA rules

 The main principle is the creation of YARA rules from strings found in malware 
files while removing all strings that also appear in goodware files

 Uses its own database of strings

 It can be used with custom databases

YARGEN



3. PROJECT IMPROVEMENTS
RADARE AND YARGEN INTEGRATION

•The objective is to create a Radare plugin to make a fast and easy 
installation and use of yarGen to help the user in the creation of YARA 
rules.

•The generated rule need to be cleaned after its generation!



3. PROJECT IMPROVEMENTS
RADARE AND YARGEN INTEGRATION

This integration (YarGen + 
Radare) makes the Malware 
Analyst life easier with multiple 
file scanning and rules generation



3. PROJECT IMPROVEMENTS
INTEGRATION FILE



3. PROJECT IMPROVEMENTS



4. CONCLUSIONS

•It is recommended to analyze the binaries files before installing any 
application or executable or executing them

•With Radare (reverse engineering) we can easily discover malicious 
applications for Android devices

•Using Radare we can solve sandboxing weaknesses like timeout 

•Through reverse engineering we can discover IoC

•Radare is complemented with different plugins such like the creation of 
Yara's rules with Rabin and Rahash (r2bin) and the total automation of 
the creation of Yara's rules (yarGen).
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